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Decision/action requested

It is requested to approve a new solution for TR 33.393
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References
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Rationale

This solution addresses key issues #1, #2, and #3 in the context of a session-less ranging operation as in, e.g., R2-2208126 because it allows focusing on the protection of a limited set of messages. Furthermore, such a solution is illustrative of privacy issues that might emerge from an inadequate usage of PRS signals, e.g., if a UE is assigned the same PRS the whole time while the UE keeps moving, e.g., in V2X scenarios. Another reason for addressing KI#1, KI#2, and KI#3 in the context of a session-less ranging operation is the lower signaling overhead of such a solution.   
4
Detailed proposal

****Start of Change 1****

6.X

New Solution: Security and Privacy of session-less ranging operation

This solution addresses key issues #1, #2, and #3 in the context of a session-less ranging operation because it allows focusing on the protection of a limited set of messages. Furthermore, such a solution is illustrative of privacy issues that emerge from an inadequate usage of PRS signals, e.g., if a UE is assigned the same PRS the whole time while the UE keeps moving, e.g., in V2X scenarios, then UE tracking becomes feasible. Another reason for addressing KI#1, KI#2, and KI#3 in the context of a session-less ranging operation is the lower signaling overhead of such a solution.   
6.X.1 
Introduction

Fig 6.x.2-1 illustrates a scenario in which a target UE, UE2, requires determining its range and possibly position regarding one or more reference UEs, in the example of Fig. 6.x.2-1, UE1 and UE3. For simplicity, this solution does not detail the entities in the CN.
6.X.2 
Solution details
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Fig. 6.x.2.-1
The message flow is as follows:

· In Step 0, UEs perform an initial configuration and authorization phase. 

In this phase, each UE interacts with the CN to get authorization to either offer (e.g., UE1 and UE3) or use (UE2) the ranging service. Upon authorization, each UE is configured with ranging and discovery information to provide or use the ranging service. 

This discovery information includes discovery keys. 

Each UE is also configured with a policy determining whether the UE is allowed to offer/use a session-less ranging operation, i.e., a ranging operation with a reduced signaling overhead.

Each reference UE (e.g., UE1 and UE3) are assigned in Step 0 

· one or more PRS to use in message 2a; 

· one or more PRS’ that UE2 can use in message 2b. 

To avoid tracking and reduce interferences, adjacent reference UEs should be assigned different PRS and PRS’ signals. To avoid tracking, the assigned PRS and PRS’ signals may be rotated in a regular basis.

· In Step 1, UEs discover each other, and exchange parameters required for the ranging operation. 

In Fig. 6.x.2-1, messages 1a and 1b correspond to Discovery Solicitation and Discovery Response messages, respectively, as per Discovery Model B that are secured according to TS 33.503. 

UE1 uses its discovery keys to secure Solicitation message 1a. This message can include ranging parameters such as the PRS signal used by UE1 in a subsequent step 2a, or the location of UE1, or the ranging parameters such as a PRS’ to be used by UE2 in a subsequent step 2b. This solicitation message also includes an indication of the support of a session-less operation capability. This solicitation message is protected with the discovery keying materials, namely DUSK, DUCK, and DUIK. 

Upon reception of the discovery Solicitation message 1a, an authorized UE such as UE2 can use the corresponding discovery keys to unscramble, decrypt and integrity verify the received discovery Solicitation message. Upon decryption, UE2 can also access ranging parameters of UE1. UE2 then proceeds to reply to the discovery Solicitation message with a discovery Response message. 

If UE2 has been authorized to use a session-less operation, then the discovery Response message can include an indication of the acceptance of the session-less operation. 

Similar operation is performed between devices UE2 and UE3. 

· In Step 2, UEs transmit PRS signals and perform measurements. 

· In Step 3, measurements are exchanged. These messages 3a and 3b are used to securely exchange the ranging measurements, e.g., timing measurements in a RRT method, by means of discovery keying materials. The messages are discovery messages that are reused for the exchange of the measurements, e.g., in a metadata field. 

· In Step 4, range/location is obtained.

6.X.3
Evaluation

This solution addresses KI#1 since the usage of existing discovery procedures addresses privacy concerns since the scrambling operation in the protection of discovery messages prevents or at least makes more difficult the tracking of a UE. 

This solution addresses KI#1 since any authorized target UE engaging in a ranging operation with any authorized reference UE uses a PRS’ assigned by the authorized reference UE in a confidentiality and integrity protected manner. This also means that a UE requiring the ranging service changes the used PRS when it performs the ranging operation with different reference UEs making tracking more difficult. 

This solution addresses KI#2 since in the initial authorization and provisioning phase, only authorized UEs are provided with ranging parameters and discovery keys so that only authorized UEs can engage in the procedure.

This solution addresses KI#3 by reusing existing discovery procedures.
****End of Change1****
